
_________________________________________________________________________

INVASION OF PRIVACY?

a qualitative study on experienced privacy in the context of smart meter technology

_________________________________________________________________________

Name: Myrna Hendricksen

Student number: 2562285

Course: Master’s thesis

Supervisor: Michiel Verver

Word Count: 20447

1



INDEX

________________________________________________________________________________

1. Introduction 3

2. Literature review 7

Smart meter technology 7

Privacy 8

Sensemaking 11

3. Methodology 12

 Ethnography 12

Methods 13

Interviews 13

Participant observation 14

Informal conversational interviews 15

 Setting 16

  Process 18

Respondents 23

First day in the field 24

 4. Results 26

Making sense of privacy 26

Legal notion of privacy 27

Privacy as a sphere 32

Informational privacy 34

Information panopticon 35

Control 39

Privacy paradox 42

5. Discussion 46

6. Conclusion 53

7. References 56

8. Appendix A 60

9. Appendix B 63

2



1. INTRODUCTION

_________________________________________________________________________

In 2009 the EU adopted explicit targets to increase the share of renewable energy in the total of 

energy consumption. This was agreed upon in the so called 20-20-20 package which includes 1) a 

20% reduction of green house gas emissions compared to those of 1990, 2) raising the share of 

renewable energy in the total of energy consumption to 20%, and 3) a 20% improvement in the 

EU’s energy efficiency (Knopf, 2015). A contributing factor to reach these goals is the construction 

of a smart grid, a grid that intelligently integrates the behaviors of energy generators, energy 

consumers, and those that choose to do both. The first step in building a smart grid is the 

widespread installation of smart meters (Alahakoon, 2016). In Europe, the implementation of 

smart meters is nearly complete in Italy and Sweden. On a global level, Canada, Australia, Japan, 

South-Korea and the US have initiated the rollout of the smart meter (Hoenkamp, 2011; 

Alahakoon, 2016). The introduction of smart meters in Europe is the result of EU legislation. The 

Third Energy Package orders member states to replace 80% of traditional meters with smart 

meters by 2020 (Hoenkamp, 2011). On a national level, agreements with the Ministry of Economic 

Affairs have affirmed this aim for the Netherlands (C. van Bavel, personal communication, 

December 13, 2018).

 The smart meter plays an important role in the energy transition. The smart meter, in short,

is an electricity meter that features ICT qualities, allowing them to communicate meter readings to 

several parties (Alahakoon, 2016). In the Netherlands, the default time-interval of these meter 

readings is 15 minutes, although the option exists to switch of communication (C. van Bavel, 

personal communication, December 13, 2018). Insights into the energy consumption of 

households can help shape a more efficient and cost effective way of energy use and production, 

because energy demands can be predicted more accurately. When renewable energy sources 

make up a larger part of total energy production, insight into the usage, that is provided by smart 

meters, is crucial to balance the grid and prevent overloads and blackouts. On a household level, 

more detailed insights into patterns of energy consumption can elicit more conscious energy use. 

Advantages of the implementation of smart meters include real-time pricing schemes, detection of

fraud, automated meter readings and more accurate predictions of blackouts (Alahakoon, 2012). 

 The rollout of the smart meter has not been a smooth ride by any means. When smart 

metering technology was first introduced, first drafts for implementation proposed a hard 

reduction in energy usage on the household level. If energy reduction targets would not be 
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achieved, fines would be imposed. It was then determined that such plans were in direct conflict 

with EU laws concerning the privacy of citizens. Privacy became a key topic in debates surrounding 

smart meters. Through the inclusion of a clause guaranteeing the privacy of smart meter users on 

the EU level, privacy became a prerequisite to the successful implementation of this technology. 

Although the smart meter initially dealt with with some image problems, rollout was pursued. The 

EU Commission ruled that user privacy had to be guaranteed on technological, legislative and 

organizational levels (Wisman, 2013). My research focuses on the privacy debate surrounding the 

use of smart meters, and will look at privacy from the perspectives of both users and refusers of 

the smart meter. Additionally, I will include the views on the privacy debate that are present in the 

grid operator that is part of this study, Alliander. In the next paragraphs I will briefly outline the 

stakeholders that are part of my research. 

Alliander, as one of the main grid operators in the Netherlands, is concerned with the 

rollout of smart meters and aims to achieve 80% implementation by 2020. The rollout of the smart

meter is one of Alliander’s priorities in the near future. In the context of my research, Alliander is 

seen as the driver behind the large scale implementation of smart meters. Alliander became part 

of my study through my involvement in the PEOPLE (People-Centred Development Approaches in 

Practical and Learning Environments) project, that serves as an intermediate between industry and

academia. Cor van Bavel, my contact person in Alliander, was interested in adding a human 

perspective to the implementation of (new) technology. Engaging in the PEOPLE project became 

his way of doing so, and I, as a student researcher, became the instrument. 

My research further focuses on smart meter users. Both Alliander and I were interested in 

the user experience of the smart meter. Contact with this group is established through Alliander 

and through approaching respondents personally. The counterpart of this stakeholder group is the 

group of people that actively refused the installation of the smart meter. An often heard reason for

refusal is privacy (C. van Bavel, personal communication, 13 December, 2018). I established contact

with this stakeholder group through social media and with help from Alliander subsidiaries.  

 Through this ethnographic research, I strive to uncover how these groups define and make 

sense of privacy in relation to the use of smart meters. In order to achieve this goal, I will answer 

the following research question: ‘How do users and refusers of the smart meter, and Alliander, 

make sense of privacy issues concerning the use of smart meters?’

 To answer the question posed above, I will get in touch with the stakeholder groups 

mentioned, after which I will use traditional ethnographic methods to uncover their stances on 
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privacy. Through the use of participant observation, semi-structured interviews and informal 

conversational interviews, I hope to disclose how people feel about privacy in relation to the use of

smart meters. Using ethnographic methods will allow me to dive deeper into the subject matter 

than the use of quantitative methods would. Building a trust relationship with my participants 

contributes to the aim of my research, which is to unveil the lived experience of privacy, beyond 

the initially depicted definitions.

 Alliander claims that there is nothing to be worried about when it comes to smart meter 

use. In several TV broadcasts, they have deflected customer’s apprehensions by stating that there 

have been no instances of smart meter hacking (Kassa, 21-2-2015). During my first meeting at the 

Alliander headquarters, similar affirmations were made. This sparked an interest to find out which 

views on privacy exist within Alliander. There is little information on the thoughts and feelings of 

smart meter users on the subject of privacy. It could be expected that this stakeholder group 

values the benefits of the smart meter over privacy concerns. Alternatively, they can be impartial 

on the subject. Through this research I strive to uncover their stance on the issue. Smart meter 

refusers could be expected to be more concerned about privacy in the context of smart meter use. 

However, it is unclear how refusers of the smart meter define privacy, and what their actual 

worries are. 

 All stakeholder groups make use of the concept of privacy in their argumentation to 

approve or disapprove the installation of smart meters, but not a single one of the aforementioned

groups adequately defines what privacy means. In the case of refusers of the smart meter, privacy 

seems to be a gut feeling. In the case of Alliander, privacy is an argument against installation of the 

smart meter that they deem to be unimportant, hence diminishing the concerns voiced as 

irrelevant threats. In doing so, they fail to accurately describe potential threats. In short: privacy is 

a crucial concept in the debate surrounding smart meters, but it is ill defined by every single 

stakeholder.  

 In the literature about privacy, efforts are made to define what it means exactly. The 

literature, however, is fragmented. It is spread out across several disciplines, and there is little 

conformity. Additionally, the literature largely steers clear of the lived experience of privacy: de 

understanding of privacy in daily life, and how it is defined and valued by groups of people is 

largely left out of scope. Through my research efforts, I aim to contribute to closing the knowledge 

gap on both theoretical and empirical levels.

 In the next chapter of this thesis, I will introduce the key concepts of my study through a 
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literature review on the topic. Chapter 3 focuses on the methodology used in this qualitative study.

It elaborates on the research methods that I have adopted, and considers why these methods are 

appropriate in this circumstance. Chapter 4 discusses the empirical findings of my research by 

breaking down privacy into layers and approaches. In chapter 5, I will relate my findings to the 

literature presented, discuss why my research is a contribution to the scientific domain, and reflect

on the limitations of my research. Lastly, I will present my concluding remarks. 
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2. LITERATURE REVIEW 

________________________________________________________________________________

Smart meter technology

A smart grid is an electricity grid that is equipped with Information Communication Technology 

(ICT) capabilities, which allow the grid to behave ‘smart’. With the help of ICT, detailed information 

about electricity supply and demand is gathered, in order to match supply and demand. This type 

of information communication is extremely valuable in the transition to more renewable energy 

production. Renewable energy sources are usually more intermittent: energy from sun and wind, 

for example, are only available at certain times. Balancing the grid becomes crucial in this context 

to reduce the chance of overloading, and simultaneously providing users with reliable access to 

electricity (Hoenkamp, 2011 p. 269). The information acquired through these devices helps to 

integrate the behaviors and actions of all stakeholders connected to a smart grid: generators, 

consumers, and those that take on both roles (Alahakoon, 2016).

 The smart meter is the first step to be implemented when planning the construction of a 

smart grid (Alahakoon, 2016). Its ICT qualities allow the meter to communicate usage details to 

various parties (the consumer, energy supplier and distribution system operator) (Hoenkamp, 

2011). Automated meter readings  (AMRs) offer a modest benefit for the consumer, as the yearly 

meter readings conducted by a mechanic become obsolete. A bi-monthly report about energy 

usage is made available to costumers (Alliander, 2017). The automated meter reading is ideally 

communicated to the energy supplier in 15 minute time slots, although the consumer can switch 

off the automated meter reading, or change its regimen (Alliander, 2017). 

 Smart meters reveal time intervals during which energy consumption culminates and offer 

insight into average usage patterns across districts (Hoenkamp, 2011; Alliander, 2017). By analyzing

the quantities of energy used by households at specific times, the grid can be balanced to 

efficiently ensure sustainable, economic and reliable access to electricity (Alahakoon, 2016; 

Hoenkamp, 2011). This is especially important when an increasing number of people generate 

energy that flows back into the grid (Alahakoon, 2016). The data can also be used to determine 

time intervals during which energy is in higher demand, and thus can be traded for a higher price 

(Alliander, 2017; Asghar, 2012). Time interval data provides possibilities for trend and cycle analysis

and different time of day consumption analysis. When this data is related to external data such as 

weather-, geographical- and consumer data, smart metering can be used as an energy 
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consumption forecasting tool (Alahakoon, 2016). Data can also be used to detect and locate faults 

and disruptions (Asghar, 2012). Additionally, consumers can use the data generated in their own 

household to increase awareness about their energy consumption, which can help them reduce 

their usage for economic or sustainable motives (Alliander 2017; Verbong 2013).

 Asghar et al. (2012) have formulated several possible privacy and security violations that 

can occur in the context of smart meter use. Triangulation of energy consumption data can 

accurately reveal households’ occupancy and economic status (Asghar, 2012 p. 1). This data can 

then serve as a baseline to uncover atypical weeks, for example when a house is unoccupied 

(Beckel, 2014 p. 408). Electricity theft through tampering with devices is another potential threat, 

as has recently been documented in the UK. These compromised meters can be switched off to 

destabilize the  grid that depends on its information, possibly causing blackouts (Asghar, 2012 p. 5).

Privacy breaches are a real possibility, as cyber attacks can hypothetically reveal consumer 

data.To prevent cyber attacks, data needs to be protected during collection, transmission, and 

storage. Each of these stages call for different modes of data protection. The effectiveness of 

protection against attacks depend on the attack model used. During collection, ensuring the 

integrity of the smart meter device itself holds the main priority. During transmission, encryption 

of data is a widely used strategy to provide protection from potentially dangerous third parties. 

Storage is often outsourced in semi-trusted environments. A possible strategy to ensure privacy 

protection in semi-trusted environments is adding random noise to the data (Asghar, 2012 p. 5). 

These are tactics to ensure the protection of privacy in the more technical sense, but privacy is not 

only a technical concept: In the next section, I will review how privacy is conceptualized in different

disciplines, and how these conceptualizations shape the way we collectively feel about privacy. 

Privacy

Privacy is a tricky concept. It plays a role in social science, law, philosophy and policy making. For a 

concept that is so widely used, it has not been conceptualized in a satisfactory manner (Solove, 

2008). Privacy is often formulated as an individual right, although the historical or philosophical 

base for this claim is unclear (Negley, 1966). Regardless of its (lack of) historical claim, the 

relevance of privacy is globally recognized in legislation. The complicating circumstance is that 

there is no clear understanding of what it is. Privacy can broadly be understood as ‘’the right to be 

let alone’’ (Kesan, 2016 p. 275). It has also been defined as the right to enjoy solitude (Solove, 

2006). It enables individuals to exercize personal autonomy, freedom of association and moments 
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of reserve, solitude, intimacy and independence (Cavoukian, 2011 p. 6). 

 Privacy is seen as a fundamental right in the constitutional law of countries around the 

globe (Solove, 2006). Individual privacy has been protected in Article 8 of the European Convention

on Human Rights since 1950 and includes ‘’protection from arbitrary interference with private and 

family life, home and correspondence’’ (Council of Europe, 2019 p. 8). Similarly, the US 

Constitution includes articles that protect the sanctity of the home and the confidentiality of 

communications from government intrusion (Solove, 2008). Information privacy law has been on 

the rise in the past years, due to emerging technologies. New laws emerge in response to changes 

in technology that have increased the collection and use of personal information (Solove, 2006 p. 

2).

Privacy relates to the permeable boundaries between what is public and private (Acquisti, 

2015), but what is private is not universal. It is a variable that is rooted in historical background and

context. Therefore, privacy needs to be defined in its context and in relation to its violations 

(Solove, 2008). Adopting this view, for the purpose of this research I will look at privacy in the 

context of the information age.

Since the dawn of the computer age, privacy includes a new subset: informational privacy. 

This can be understood as ‘’the claim of individuals, groups, or institutions to determine for 

themselves when, how, and to what extent information about them is communicated to others’’ 

(Cavoukian, 2011 p.6). It assumes that all information about a person is his own on a fundamental 

level, and he decides to communicate or retain it as he sees fit (Cavoukian, 2011). 

Floridi (2006) offers an ontological interpretation of informational privacy, that can help 

understand why informational privacy is so important to us. We want to keep our data to 

ourselves, because information about ourselves constitutes ourselves. Information about us is who

we are. The ontological interpretation suggests that one’s informational sphere and one’s personal 

identity are two sides of the same coin. In this view, the right to informational privacy shields one’s 

personal identity. This is why informational privacy is extremely valuable and needs to be 

respected (Floridi, 2006 p. 111). Additionally, the ‘’right to be let alone’’, includes the right to 

experiment with one’s own life and the possibility to start over. When personal information is 

recorded, it takes away from the individual power to mold one’s personal identity. ‘’As we never 

stop becoming ourselves, protecting a person’s informational privacy means allowing that person 

the freedom to change’’ (Floridi, 2006, p. 112). This interpretation equates information privacy to 

the protection of personal identity.  
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 The ‘’information panopticon’’ is helpful to understand how intrusion of the private sphere 

influences people’s behavior and the experience of privacy. The panopticon was Jeremy Bentheim’s

design for a prison in which large numbers of prisoners could be controlled by a single guard. The 

prison cells would be built in a circle around a guard post, making the behavior of prisoners visible 

to the guard. Michel Foucault used this idea as a metaphor for social control: the system works 

even if there is no one in the guard house. General visibility, rather than being seen, is enough to 

produce effective social control (Reimann, 1995 p. 28). In her 1988 book The age of the Smart 

Machine, Shoshana Zuboff presented her theory of an information panopticon. In the information 

panopticon, the guard is replaced by computer technology and the physical arrangement of the 

building (prison cells) becomes irrelevant. The information panopticon transcends the constraints 

of space and time, as the behavior of the one under surveillance is recorded at any time. In this 

conceptualization of the panopticon, all ‘inmates’ know that they are being watched all the time, 

drawing the idea away from the original emphasis by Foucault. The computer observing 

participants only measures standardized data points, offering a more objective judgment than the 

watchman in Bentheims Panopticon (Seele, 2016 p. 3).

 If a person experiences himself as subject to observation, he naturally experiences himself 

as subject to public review, causing him to act according to publicly acceptable norms. Privacy, in 

this sense, gives a person self-ownership over their behavior as he holds the authority to withdraw 

himself from observation by others. When this authority is lost, as is the case in the (information) 

panopticon, a person is essentially told that he does not belong to himself. ‘’He is a specimen 

belonging to those who investigate him. He is someone else’s data’’ (Reiman, 1995 p. 39). 

 This loss of control has been further described in the literature. Where the protection of 

the private sphere was once an individual responsibility, it is now becoming increasingly 

challenging for individuals the exert control over their personal information (Cavoukian, 2011 p. 7).

The loss of control over the collection, use, and disclosure of identifiable information is prevalent 

in the information age and an important element of informational privacy (Kesan, 2016). According

to Kesan et al. (2016), privacy is partly characterized as the ability to control data about oneself. 

People value the control they have over their data to an enormous extent. Kesan et al. (2016) even 

go as far as to equate the need for privacy to the need to control data (p. 345). They do, however, 

identify a gap between what people say they value and their concurrent behavior. In an online 

environment, people prefer to have more services available to them at no cost, for which they are 

willing to give up an amount of control over their data (Kesan, 2016 p. 303).
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 Joinson et al (2010) found a similar discrepancy between attitude and behavior in the 

online environment. Internet users that claimed to value the protection of personal data had little 

difficulty disclosing such data in exchange for online services. People often express privacy-

protectionist attitudes, but this rarely translates to their actual behavior (Joinson, 2010 p. 3). A 

possible explanation for the inconsistency between privacy attitudes and privacy behavior could be

that judgments about privacy are situational. Privacy behavior does not necessarily follow 

preconceived attitudes about privacy, because possible risks of disclosure are re-evaluated in every

situation (Joinson, 2010 p. 20). 

 

Sensemaking

Sensemaking is a term that is quickly adopted and applied, because it seems easy to understand. 

We all understand what it means on an intrinsic level. But try to describe what it is, and you will 

find that is it not such an easy concept. The concept of sensemaking can be understood as a way to

bring meaning into existence (Weick, 2005 p. 409). As such, it describes the negotiation and 

creation of meaning or understanding of the world around us (McNamara, 24 March 2015). 

Sensemaking starts with chaos: we label and categorize our experiences (Weick, 2005). We do this 

retrospectively, as the categorization of experience offers possibilities to recognize patterns. These 

patterns are dependent on our socialization and previous experiences, as those experiences offer a

framework for interpretation of what we see in the world. Sensemaking is an ongoing process, as 

our interaction with the world never stops, and our understanding of the world is fluid and 

continuously transforming (McNamara, 24 March 2015). In a nutshell, sensemaking is how we 

dissect experiences, and fit them into our already existing framework of how we understand the 

world. By adding and reshaping experiences into our framework, the framework itself is subject to 

change. 

 Sensemaking is a key concept in my research, because it acts as the lens through which I 

will explore the concept privacy. As such, it encompasses how several stakeholders recognize, 

define and value privacy in daily life. Since I have interacted with different stakeholders, the way in 

which they make sense of privacy largely varies. I will research privacy in the context of an 

increasingly smart society, with special attention to the use of smart meters. I will explore how 

stakeholders make sense of privacy in this realm, and analyze my findings by drawing connections 

to the way my stakeholders make sense of the world around them. 
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3. METHODOLOGY

________________________________________________________________________________

Ethnography 

Ethnographic research usually involves a researcher immersing in people’s daily lives for an 

extended period of time: watching what happens, listening to what is said and gathering 

information from formal and informal interviews. It involves the application of a range of methods 

available to the researcher that stay close to the way we all make sense of the world in our daily 

lives. Ethnographers watch, experience, absorb and enquire about a culture, event or an object, in 

an effort to understand them from within (O’Reilly, 2012). In doing so, they strive to close the gap 

between what people do and what people say they do (Gobo, 2000 p. 5). Instead of studying 

human behavior in a research environment, ethnographic methods allow the researcher to study 

the behavior of people in their natural environment (Genzuk, 2000). 

 Ethnographic research is usually small in scale and conducted in everyday contexts. Various 

data sources and methods are applied to shed light on a phenomenon, which emphasizes the 

inductive and interpretive nature of ethnography (O’Reilly, 2012). Data collection in ethnographic 

research does not follow a detailed plan, and the categories used for interpretation of the data are 

not established beforehand (Genzuk, 2000 p. 4). The data gathered is left to speak for itself, 

offering leads to further structure the research as it progresses. As the pile of data gathers, open 

coding helps to identify categories that structure data collection and analysis. The established 

categories help build a descriptive and multi-dimensional framework for later analysis. As this 

framework is built directly from the data, a level of validity is ensured through the process 

(Benequisto, 2008). As such, qualitative research can be understood as an iterative process in 

which periods of data collection, analysis and writing are alternated and linked (O’Reilly, 2012; 

Gobo, 2008). 

 My fieldwork differed from a classic ethnography, as I studied the attitudes towards an 

object across various stakeholder groups. I have not immersed myself in a single field as is typical 

in the ethnographic tradition. Instead, I gathered data from separate sources in multiple contexts, 

which corresponds to Marcus’ (1995) notion of the multi-sited ethnography. The term ‘site’, in this 

sense, is not limited to a geographical location, but rather refers to a type of research in which the 

distinction between the local site and the global system, which serves as the context of the study, 

is challenged. Multi-sited ethnography focuses on the circulation of meanings, objects or identities.
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It examines an object of study that cannot be accounted for ethnographically by remaining focused

on a single site of intensive investigation. The focus on multiple sites stretches the limits of 

ethnography and is inherently more flexible and mobile (Marcus, 1995).  

Pink and Morgan (2013) further discuss ways to re-evaluate the ethnographic place in the 

context of project-based research. In their view, the ethnographic place is seen as ‘open’ and 

‘unbound’: it comprises a collection or configuration of things, of which locality can be a part. 

However, the ethnographic place stretches beyond locality. Especially in project-based research 

involving multiple actors, ethnographic places are not fieldwork localities, but rather the 

framework through which ethnographic knowing emerges. They further argue that, when 

ethnography is applied in corporate research, it is not always characterized through long-term 

engagement with other people’s lives. It does involve excursions into their lives, and uses more 

interventional and observational methods to reveal what matters to the population in the context 

of what the researcher wants to find out.

 My fieldwork falls into this broader definition of ethnography, but still captures the essence

of ethnography. Through the use of ethnographic methods to study an object in its day-to-day 

application, I attempted to unravel what the object means to its users. I have studied smart meter 

use in different contexts and identified how it is perceived in these contexts. Through my 

engagement with several stakeholders, an insider view on its applications is cultivated. 

Methods

Semi-structured interviews

For this research, I have relied on semi-structured interviews as my primary data-source. My 

preference for semi-structured interviews is based on its open-ended character. ‘’Semi-structured 

interviews incorporate both open-ended and theoretically driven questions that elicit data 

grounded in the experience of the participant’’ (Galletta, 2013 p. 45). Further, semi-structured 

interviews offer insight into the experience of participants, and leave room to explore participants’ 

narratives in their own terms (Galletta, 2013; Leech, 2002). As an aide-memoir for my interviews, I 

made use of a topic guide that listed key themes to be explored, divided into topics and subtopics. 

The topic guide served to enhance the consistency of data collection by ensuring certain topics to 

be covered systematically, while allowing flexibility to pursue thoughts and feelings that were 

important to individual participants (Arthur, 2003 p. 137). As new topics of interest emerged, I 
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optimized my topic list: I removed and added questions, altered the order of the topic guide and 

subdivided my topics into more inclusive themes. Although I paid attention to the order of the 

questions, they were not set in stone: interests of the informant could be explored, as long as the 

nature of the conversation remained focused on the research topics (Galletta, 2013 p. 47). 

 A considerable portion of my interviews took place with users of the smart meter in their 

own home. Before and during the interview, I adopted the attitude of a novice when it comes to 

smart meters. I asked some participants to show me the device or apps they used, and 

demonstrate its everyday applications. By treating the user as an expert, I established rapport and 

elicited important information regarding everyday use of the device. This is an essential part of 

gaining useful information from participants. Without rapport, questions can elicit flat, 

uninformative answers (Leech, 2002). 

 Appendix A and B offer more detailed accounts of the topics that were explored during my 

interviews. Following the literature on interview techniques, I started my interviews with more 

exploratory and global questions, slowly working towards more sensitive or personal questions 

(Leech, 2002; Gobo, 2002; Galletta, 2013; Harrell, 2009). To establish rapport, trust, and a natural 

flowing conversation, I constantly re-evaluated the social situation and adjusted the order of the 

questions. Answering to the ethnographic tradition, I have constantly updated, restructured and 

optimized my topic guide, as new topics of interest and perspectives came into scope (Galetta, 

2013).  

  

Participant observation

Participant observation is a classic and meaningful ethnographic method, as it provides a more 

detached and scientific part of qualitative research. To be able to note what is going on, a degree 

of objectivity is needed (O’Reilly, 2012 p. 21). To observe behavior that is otherwise seen as natural

or taken for granted, a certain level of estrangement or de-naturalization needs to be cultivated 

(Gobo, 2003 p.150). This is especially important when the research setting is in the home country 

and society, as was the case during my research. Balancing immersion and distance requires 

fieldworkers to gain an understanding of people’s everyday life from within, while at the same time

preserving the surprise experienced upon first entering the field (Ybema, 2009 p. 11). Observations

can be structured by focusing on places, activities and actors. To ensure that data derived from 

observations is valid, observations need to be repeated in different settings (Spradley, 1980). I have
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observed working processes at de Energiewacht, where I listened in on phone calls from customers

wanting to reschedule or cancel their appointment for installation. On the same day, I observed 

smart meter installation in several homes.

 The installation of the smart meter is usually the first personal contact between Alliander 

and the end user (C. van Bavel, personal communication, 13 December, 2018). Observing these 

interactions offered me a glimpse into both the lives of mechanics and the lives of the end users. 

Because installation takes place in peoples’ homes, their behavior also shed some light on the way 

they value and protect their private space. Additionally, I have treated the mechanic as an 

important source of information. I observed what an average working day looks like, which 

processes are important in installation, and how the installation works on a technical level.

 Participant observation within the organization consisted of attending meetings concerning 

the rollout of the smart meter. During these meetings, privacy was not a topic of conversation. It 

was difficult for me to gather information, because most of the issues at hand were quite detailed 

and required explanations about the backstories. During my observation at the office of de 

Energiewacht, I was luckier. Here, I observed how customers are dealt with when they want to 

reschedule or cancel their appointment for installation. During a tour of the premise, I was shown 

where mechanics are trained and where supplies are kept. 

Informal conversational interviews

Conversational interviews have long been used by anthropologists and sociologists as a means of 

generating data in field studies and ethnographic work (Roulston, 2012). It can be described as the 

spontaneous generation of questions in a natural interaction, and it usually occurs as part of 

ongoing fieldwork. Questions come from ‘in the moment experiences’ to gain a deeper 

understanding or clarification of what is witnessed at a particular moment. Informal conversations 

rely on the interaction between participants to guide the interview process, and in doing so, do not

answer a particular set of formulated questions. The construction of questions transpires as a 

natural conversation progresses (Roulston, 2012; Turner, 2010). The lack of structure allows for a 

high degree of flexibility (Turner, 2010), and data generated in informal settings is sometimes seen 

as more authentic (Roulston, 2012). On the other hand, this type of interview is sometimes seen as

unstable or unreliable because of the inconsistency of interview questions (Turner, 2010). Data 

generated through conversation is sensitive to (unintentional) manipulation by researchers, as they

interpret, code and analyze what is being said. Researchers thus need to be aware of their position 
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in the conversation and adopt a reflexive mindset (Roulston, 2012).

 When initiating conversation with strangers, sensitivity is crucial: leading up to the 

discussion of research topics, small talk is necessary to build rapport. In this sense, a good 

conversation in itself can be a factor contributing to rapport (Roulston, 2012 p.4). Everyday 

conversations generally do not follow a topic guide, although the researcher can draw from semi-

structured interview topic guides to introduce topics into the conversation. The conversation 

partner-turned-respondent can introduce topics of interest too, allowing the conversational 

interview to go in new directions, exploring other perspectives (Roulston, 2012; Turner, 2010).

I have used informal conversational interviews in every aspect of my research. Because this 

mode of data collection is informal and accessible in nearly every situation, I have embedded it 

into other modes of data collection. I have used informal conversational interviews before and 

after semi-structured interviews, both with participants and people that were not interested in 

partaking in an interview. Additionally, I have used informal conversation interviews at Alliander 

and de Energiewacht. At de Energiewacht, informal conversational interviews were an important 

tool to seek clarification about the things I observed.

Setting

The setting that served as the backdrop of my research is largely shaped by my involvement in the 

PEOPLE project. PEOPLE is an acronym that stands for People-Centred Development Approaches in

Practical and Learning Environments, and as such focuses on providing a human perspective in the 

context of innovative (technical) industries. I applied to be a part of PEOPLE at the start of October 

2018, when I had just started my Master’s degree in Amsterdam. The project can be described as 

the meeting ground between academia and business. Both the business setting and the energy 

market were completely unfamiliar to me. The project would focus on the energy transition: as we 

move towards more sustainable energy sources to counter the effects of climate change, the world

around us needs to change simultaneously. This can mean changes in infrastructure and 

technology, but also changes in the way people regard and use energy. This is where the PEOPLE 

project find its raison d’etre: to successfully shape the energy transition, market leaders require 

more insight into the way people use energy in their daily lives. 

 The PEOPLE project is a European project, currently active in the Netherlands, the United 

Kingdom, Slovenia and Czech Republic. The Dutch leg of the project collaborates with industry 

partner Alliander. Alliander is one of the main grid operators in the Netherlands, a formerly 
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government-owned company that provides access to energy to over 3 million households in the 

Netherlands. Its role consists of the reliable and efficient transportation of electricity, biogas, gas 

and heating from the source to the end user.  As more and more people take on roles of both users

and producers of energy, Alliander has to respond to the changing dynamics (Alliander, 2017). 

 As grid operator and public company, Alliander is unknown to a large portion of households

serviced by the organization (C. van Bavel, personal communication, 13 December, 2018). The 

organization is often presumed to be an energy supplier, a large corporation that strives to 

maximize profits. Making a profit is no objective of Alliander as a formerly government owned 

public company. The unfamiliarity of Alliander complicates its request for the installation of smart 

meters. A problem encountered in the rollout of smart meters, is that the organization has to 

introduce itself before they can make a request (C. van Bavel, personal communication, 13 

December 2018).  

The rollout of smart meters by Alliander involves two steps: 1) The consumer receives a 

letter stating the planned replacement of their electricity meter, including a proposed time slot for 

installation. 2) The mechanic visits the address in the proposed time slot. Consumers can contact 

Alliander to reschedule or cancel their installation appointment. This means that, unless 

consumers actively refuse installation, their electricity meter will be replaced. This divides the 

group of people that refuse installation into two subgroups: active refusers and consumers that are

(repeatedly) unresponsive at the time of installation. The choice to get a smart meter is not always 

a conscious choice, but can stem from indifference towards the installation of the smart meter. 

The rollout of the smart meter has not been a smooth process. Since 2014, the popular 

consumer television program Kassa has dedicated several episodes to the smart meter and 

consumers’ concerns regarding the use of the device. In an episode that aired on 21 February 

2015, several privacy issues are discussed. Smart meter users expressed their fear of cyber attacks 

by hackers, through which ‘the wrong people’ get access to personal information. The personal 

information that can be extracted from smart meters includes the composition of a household and 

the time residents go to bed. Falling into the wrong hands, this information can be used to scheme 

burglaries. The persistent coverage of this topic in the media creates suspicion and a generally 

apprehensive attitude towards the new technology (Kassa, 21-2-2015).
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Process

As a multi-stakeholder study, my field diverted from the traditional ethnographic field. I have 

spoken to a variety of different people: employees of Alliander, users of the smart meter and 

refusers of the device. To find out how they think about privacy issues related to the smart meter, I

have relied on semi-structured interviews as my primary data source. I have interviewed two key-

informants within Alliander, 13 smart meter users (in 10 interviews) and 6 smart meter refusers. 

Additionally, I have conducted observations and informal conversational interviews, all of which 

are documented in my field notes.    

Access to the research setting is often treated as one of the most difficult phases in 

ethnographic research. It is never a given, but something that needs to be (re-) negotiated 

constantly (Gobo, 2008 p. 117). In the case of my research, access into Alliander was established 

previous to my involvement in the PEOPLE project. Cor van Bavel, my contact person in Alliander, 

brought me in contact with several respondents, both for interviews and observations. To secure 

my access within the organization, I actively pursued a productive working relationship with Cor. 

We kept in touch weekly by e-mail and phone calls, and met face to face occasionally. 

 To gather the perspective on privacy issues relating to smart meter use present in Alliander,

I asked two Alliander employees to take part in an interview. Alliander’s Data- and Security officer 

helped me gain insight into the legal side of privacy in the context of smart meter use, and 

personal data collection more generally. It also helped me understand how data is collected and 

stored, and which guidelines must be followed to do so responsibly. My interview with the 

Technical Specialist helped me understand how the smart meter works in a more technical way, 

and which issues could be expected when using the device. In addition to these interviews, I have 

observed the workings of de Energiewacht, a subsidiary of energy supplier Essent, responsible for 

the installation of smart meters in the areas Amsterdam and ‘t Gooi on behalf of Alliander. Cor has 

been of great help to establish initial contact with the coordinator of de Energiewacht and both 

interview respondents. 

 Part of the research population consisted of adopters of the smart meter that have used 

the device in the last 12 months. The smart meter users that are part of my study live in the 

municipality of Apeldoorn. This decision was made previous to my involvement in the PEOPLE 

project and was partly based on practicalities, such as accessibility by public transport. Residents 

here have been offered a smart meter at the end of 2017. These smart meter users thus have 

experience with both the traditional and the smart meter, and can also reflect on Alliander’s 
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approach regarding the installation.

 Alliander has also been helpful in establishing contact with both users and refusers of the 

smart meter. To gather access to users of the device, I decided to put out a mailing. Since Alliander 

does not own customer data, names, telephone numbers and addresses were made available by 

their subsidiary Liander. As an outsider of the organization, I signed a non-disclosure agreement to 

get access to this data. I chose to send letters only to Liander customers of which we had a name 

(to infer a sense of familiarity) and a telephone number (in order to later contact them via phone). 

A person on Cor’s team, Linda, helped me construct a letter in the language commonly used 

towards Liander customers. Unfortunately, due to illness on Linda’s part, the first mailing was 

severely delayed. We sent out the first round of letters on the 21st of February, almost a month 

into my field work. On the 25th and 26th, I received multiple e-mails from the recipients, all of 

them with the same core message: The letter was addressed to the wrong name or wrong house 

number (the street name was correct in all cases), and people were not interested to participate in 

my research. One of the e-mails I received was from the postman: 

 

I am the postman in my neighborhood, and there was not a single correct 

combination of name and house number. Luckily, I have been able to correct this mistake 

for my own addresses, but I am afraid that a lot of customers have received ‘wrong’ mail 

from Liander. (personal communication, February 25, 2019).   

After receiving these messages, I was taken aback, because a lot of time and energy had gone into 

drafting, writing and rewriting the letters. I had been eager to start my fieldwork, but was waiting 

for the letters to be sent. Now it turned out to be a means to no end. Because I had the phone 

number of 1600 customers, I decided to contact them via phone. Unfortunately, without the 

introduction of the letter, my phone call was a cold call, and none of the customers I rang felt 

compelled to contribute to my research.

 The fact that Liander has no proper contact information for the majority of their customers 

was also noticed during my observation day at de Energiewacht in Heemstede. The customers that 

phoned in to either confirm, reschedule or cancel their appointments for the installation of a smart

meter, were not ‘real’ customers. They were known by their address, their connection to the grid, 

but not their names. Their phone numbers were often unknown. The employees of the call center 

were instructed to complete the customer data where possible. To complete customer data, de 
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Energiewacht bought phone numbers from alternative sources. 

 When I was waiting for the letters to be sent, I decided to approach potential respondents 

on my own accord. I started approaching people face to face, by ringing their doorbells and 

approaching them on the street. Surprisingly, this method got me in touch with some great 

characters: especially the first weeks were very successful. For example, I scheduled interviews 

with residents who were involved in local politics and housing corporations. I was also able to 

convince residents that they had something interesting to say about a topic they felt they knew 

nothing about. I had interview appointments nearly every day of the week, and gathered 

confidence in my interview skills as I practiced more and more. Unfortunately, not everyone took 

our appointments as seriously as I did. After some time, my spontaneous way of meeting people 

became less fruitful as my days in Apeldoorn were increasingly filled with cancellations and 

disappointment. As an alternative, I started approaching people via the ‘Apeldoorn Zero Waste’ 

Facebook group. Although directed at people engaged in a sustainable lifestyle, and thus possibly 

somewhat influencing my data, these people were happy to shed new light on my research 

questions. 

 The other part of my research population consisted of refusers of the smart meter. I wanted

to interview smart meter refusers as I presumed them to have opinions about the more negative 

impact of smart meter use. Natalie and Desiree from de Energiewacht told me that most people 

cancel their installation appointments because of privacy concerns. The ladies were extremely 

helpful in the process of finding respondents. Since smart meter refusers would not help me gain 

insight into the differences between the old and new meter, I decided to partly let go of Apeldoorn

as the center of gravity of my research. Natalie and Desiree offered to ask customers who canceled

their appointments to take part in my research. A week after my visit, I received an e-mail with 

nine phone numbers of smart meter refusers who canceled their appointments due to privacy 

concerns. Although it terrified me to call these strangers, I managed to schedule interviews with 

three of them. The rest of the potential respondents on the list were unresponsive, or turned 

down my request. 

 After this source was exhausted and gathering respondents became more challenging, a 

family member pointed me into the direction of people who suffer from electromagnetic 

hypersensitivity. People that suffer from electromagnetic hypersensitivity (EHS) experience physical

discomfort when they are exposed to radiation. Again, I turned to a Facebook group where 

sufferers of EHS gathered in an online forum. On the page, I found messages of support among a 
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group of afflicted people. The symptoms vary widely, but include headaches, nausea, dizziness, 

insomnia, stomach problems, tinnitus and skin reactions. Some patients experience different 

symptoms with exposure to radiation at different frequencies. EHS is not recognized as an illness in

most countries, which is a serious problem for this group of people. In the group, I also found 

warnings concerning the roll-out of 5G and tips to protect yourself from radiation. Some threads 

discussed what devices to avoid, the smart meter explicitly being one of them. I decided to post 

my request here. 

Because I had mentioned doing my research in collaboration with Alliander, my initial message was

met with suspicion, apprehension and flat-out warnings not to talk to me. Alliander seemed to be 

perceived as an enemy, an organization not to be trusted because of the (in the eyes of EHS 

sufferers) inflexible rollout of the smart meter. Luckily, other group members came to my defense, 

pointing out that independent research is necessary. The members of the group can best be 

described as citizens that do not take everything they are presented with at face value – they are 

critical and do research on the effects of different types of technology. I was initially met with 

rejection, which is understandable in some regard. This group of people is partly excluded from 

society due to their health problems, which are often not taken seriously. 
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Weeding through the initial rejections and other mistrusting messages, I found two members of 

the group who were especially helpful. After initial contact via e-mail, I spoke to both members 

over the phone. They were happy to offer me insights into their condition and how it possibly 

relates to smart meter use. Although privacy was not the main reason for them to refuse the smart

meter, they had interesting thoughts on the topic.  

My scattered efforts to get in touch with both users and refusers of the smart meter 

resulted in a total of 18 interviews, including my informants within Alliander. I have included the 

table below for clarity: it contains the names of my respondents and which category they belong 

to. 

Respondents

Smart meter 

refusers 

Smart meter users Alliander 

Mr. Bogart Eddy Tom

Haniya Geraldine Gerben

Isabel David and Nicole

Miranda Daniel

Leo Rosa

Vivienne Emma

Louise and Peter

Fred and Irina

Helen

Lucas
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First day in the field

Feelings of nervousness and excitement came over me as I disembarked the train in Apeldoorn. It 

was a cold February day and the sky was covered in clouds. Luckily, I had a winter coat to keep me 

warm. I had picked a neighborhood from the bottom of the address list made available to me. The 

neighborhood I ended up in, the Metaalbuurt, was located on the South-Western outskirts of the 

city. An old working-class neighborhood, characterized by small, bricked houses. Most of them had

pointed roofs with red roof tiles, atop a single storey. The small, paneled windows were adorned 

with window shutters. I later learned that these houses had achieved a monument status, which 

means that residents are not allowed to make adjustments to the facade, in order to maintain the 

neighborhoods’ characteristic appearance. 

 These monumental houses were interspersed with gallery flats, new property development

and the occasional farmhouse. On that first day, I noticed how quiet the neighborhood was. There 

were very few people out and about, it seemingly being a strictly residential neighborhood. I took 

a deep breath, and rang my first doorbell on the Koperstraat. I had no idea what I was about to say

if someone answered the door, and conveniently, no one did. I wanted to schedule appointments 

for interviews, but would also be happy to casually chat to residents about their take on the smart 

meter, energy efficiency and privacy. I continued like this for about half an hour, crossing addresses

off my list and speaking to nobody. Then, I rang Eddy’s doorbell and was promptly invited in for 

coffee. A very welcome invitation, considering that I had been strolling around in the cold. I had 

not expected this level of hospitality and was pleasantly surprised, but also slightly nervous. I had 

expected to schedule appointments for interviews, but was not prepared to showcase my 

interview skills so soon in the process. Luckily, I had my interview guide ready and Eddy was easy 

to talk to. 

 After a 45 minute interview about the smart meter and its applications, ways to help the 

environment and concerns about privacy in the context of smart meter use, I asked Eddy if he 

could show me his fuse box. This is when I first saw a smart meter, which was bigger than I had 

expected, and Eddy positioned himself as an expert. The white box that was the smart meter was 

equipped with a small, digital screen, that displayed numbers. To the right side of the screen I saw 

a green, rectangular button. When Eddy pressed the button, the numbers on the display changed. 

The settings included the amount of energy supplied to, and the energy generated by, the 

customer at two different rates (in this case, the latter amounted to zero, as Eddy did not generate 

power himself). One of the settings displayed the current use of energy in the home. Eddy 
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demonstrated how it works, by switching on a lamp. The number displayed, indicating the current 

usage, changed immediately. When I asked him if he regularly had a peek at his smart meter, he 

replied that he did not. Through the use of NUON´s app, he kept an eye on the households’ energy 

consumption. 

 After sending out letters proved to be an unsuccessful way to approach respondents, I 

decided to focus on the Metaalbuurt as my field. As time progressed, I got more and more 

acquainted with the neighborhood, its parks, its schools that were busy at recess and also its 

residents. 
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4. RESULTS

_________________________________________________________________________

Making sense of privacy 

Before embarking on my fieldwork, I knew that privacy would be a difficult concept to talk about. It

is widely used and understood by everyone on a basic level, but it does not have a clear definition. 

We think we know what it means to us, but it is difficult to make sense of it when we are forced to 

unravel its value in our daily life. This became abundantly clear during my interviews. Privacy is 

explained in different ways by everyone, and it is never an easy task. The following quote sums up 

perfectly how difficult it is to express what privacy means to us: ‘‘Privacy, privacy, how would I 

define it? It’s all in the word, I think, it needs to be protected. […] What is private to you, should 

remain that way.’’ (Haniya)

 In informal conversations with employees of the Energiewacht, privacy was an undefined 

but frequently referenced topic. ‘Privacy’ was mentioned as one of the main reasons for refusal of 

the smart meter, and employees pointed out a spike in canceled installation appointments when 

the smart meter had been the subject of consumer TV programs. It became clear that customers 

were worried about their privacy in the context of smart meter use, but what that meant precisely 

was not necessarily specified at de Energiewacht.

 What privacy means seems to be a personal affair. The way we make sense of the world 

around us is built on, and shaped by, our previous experiences. During this research, I was not 

looking for a clear-cut definition of privacy. Rather, I was curious to uncover how privacy was 

experienced by both users and refusers of smart meters. I wanted to know how people relate to 

privacy, how they value it, how they protect it. Because privacy is such a tricky concept, I have 

asked respondents to list examples of what they would experience as an invasion of privacy. The 

answers were mostly shaped by people’s frame of reference. An IT specialist framed privacy in 

terms of online security, a nurse immediately brought up the confidentiality of medical files. A 

lawyer I interviewed initially explained privacy through a legal lens. Numerous respondents 

mentioned their bank statements as something they wanted to keep private.

 Although talking about privacy has been a challenge, and the answers were mostly 

disparate, I identified three dimensions of privacy in my data: Privacy as a right that is protected by

privacy laws, privacy as something that is connected to a private space, and privacy as something 
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that is captured in our personal data: informational privacy. These explanations of privacy do not 

exist in a vacuum: respondents have mentioned more than one explanation during interviews. 

Talking about privacy in more depth led me to realize that these conceptualizations are 

interrelated, especially in the context of smart meter use. The smart meter collects personal data, 

which largely puts privacy issues concerning the use of smart meter in the category of 

informational privacy. Yet, the device collects data about the home – the private sphere. As such, 

smart meter use intrudes the private living sphere by collecting data about it. The collection of 

data is subjected to privacy laws, so the private sphere and informational privacy are protected by 

these laws. The three dimensions of privacy that I have identified will be discussed both 

independently and in relation to one another. Below, I will examine the legal notion of privacy in 

more detail. Additionally, I will look at privacy as something that is connected to a place: privacy as 

a sphere. Lastly, I will look at informational privacy: privacy as (the collection of) personal data, 

specifically in the context of technology use. 

Legal notion of privacy

The legal aspects of privacy seemed to be of great importance in my talks with Tom, Alliander’s 

data and security expert. The smart meter collects data about energy consumption and what 

happens to this data is strictly regulated. Data falling into the wrong hands, even by accident, 

constitutes a violation of privacy in the legal sense. The interview with Tom taught me which laws 

protect smart meter data, how Alliander strives to protect smart meter data and what the 

consequences are if privacy laws are breached.  

 The European Union introduced a new privacy law, the General Data Protection Regulation 

(GDPR), that took effect on May 25th 2018. This law protects customers’ rights and obligates 

organizations to show their customers what happens when personal data is collected. Customers 

can request a review of their data at the organizations that provide them with (commercial) 

services. If the organization fails to provide them with details about their data - how it is processed 

and stored - they are in violation of the law. Violating privacy law is then seen as synonymous to 

violating privacy. How this is experienced by customers seems to be an entirely different story. The 

protection of personal data has become a more serious topic with the introduction of this law, that

provides equal treatment in this matter for all EU citizens. 
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You can just exercise your rights as constituted in the GDPR, privacy rights, you can now 

exercise with companies. This means, for example, that when someone requests access, we

are simply obliged to give it within four weeks. If not, we do not comply with the law and a 

customer can file a complaint with the Data Protection Authority, which can impose a fine. 

Those fines can amount to 4% of the annual turnover, so they have the instruments 

necessary. (Tom)

I ask Tom how this works, and when the Data Protection Authority takes action. Legal action is time

and money consuming, because the Data Protection Authority needs to build a legal case that will 

hold up in court. Since the GDPR has been implemented quite recently, the team that goes after 

perpetrators is not yet equipped with all the means and experience necessary to combat 

lawbreakers. The legal action taken against companies is, at this time, largely reserved for 

companies that knowingly and willingly break the law and do so repeatedly. In the future, every 

violation might be prosecuted.  

 The Data Protection Authority does not rely on legal cases as the only way to assert good 

practice. They can directly order organizations to alter their way of working by forcing them to stop

processing certain types of data. They can also close off certain data processing systems, if they 

suspect systems to be lacking security. Tom sees this as a more dangerous tool: 

 

 That way they can shut down business processes. If they would do that for grid operator 

Liander at this time, such an instruction would prevent us from installing smart meters, 

while we are in the midst of rolling out around 6 million smart meters before 2021. If we 

would be unable to do that, we would fall short on another commitment, the one towards 

the Ministry of Economic Affairs. (Tom) 

The GDPR is not the only law that protects smart meter data. As a supplement to the electricity 

and gas-law, the Dutch Senate has formulated a Novelle as a result of heated discussions in the 

House of Representatives of the Netherlands. This Novelle, among other clauses, includes the right

to refuse installation of a smart meter. Further, it ensures that grid operators guard confidential 

customer data, it forbids them from selling data to third parties, and it contains rules about 

retention periods for meter readings. Meter readings that are performed daily should be retained 
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no longer than three months, yearly meter readings should be retained for no longer than three 

years, and 15-minute meter readings should be retained no longer than ten days. This refers to the 

data that is stored in the smart meter itself and relies on a privacy by design principle, which 

ensures that organizations do not collect more data than is strictly necessary for the purpose by 

which they are generated. 

Tom’s day-to-day job entails translating laws and regulations to business practices. He maps

potential incidents where the organization might breach laws and regulations and tries to come up 

with ways to structurally lower the risks.

 

For example, if someone in the company says: 'I want smart meter data to sell commercial  

services', then a so-called data protection impact analysis is made first. This is, again, a legal

obligation, in which you look at how that personal data is used, and which infringement 

that entails on the privacy of small-scale consumers. You then analyze that use within the 

framework of the legislation. You have a goal, but there must always be a legal basis for 

that goal before you can start processing. When it has been established that this is in line 

with the law, the entire plan with all the things that go with it: security measures, retention 

periods, information provision to customers... When the entire plan complies with 

legislation and regulations, then you can start processing. And if you cannot organize it 

completely in congruence with legislation and regulations, then you have so-called residual 

risks in terms of privacy, and these must be accepted by a risk owner designated for that 

purpose. Or not, if he does not accept it, then processing cannot continue. But then you 

have a control mechanism built in, so that either you act entirely according to laws and 

regulations, or you do not act entirely in accordance with laws and regulations, but then 

there is someone in the company who takes responsibility for it, and who is allowed to do 

so based on his position.

Independent service providers, for example app developers that offer services to track your energy

consumption, are subject to the GDPR as well. For the processing of personal data, the customer 

has to explicitly consent to collection of data, or in this case, for them to request the data needed 

from the grid operator. The consent given by the customer, in this context, applies to the collection

of data with a specific goal in mind. The request for consent further needs to be formulated in the 
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language and level of knowledge of the customer and this needs to be proven. Clicking an ‘OK’ 

button online is no longer sufficient. Alliander can make data available to these independent 

service providers under strict circumstances. 

 According to the electricity- and gas law, Alliander needs to safeguard confidential data. 

When Alliander communicates data to independent service providers, they need to do their due 

diligence in ensuring that such service providers have a right to this data. They make sure of this by

periodically checking accountants’ statements. Data breaches on the part of these independent 

service providers are their responsibility. However, if independents service providers suffer data 

leaks, it has implications for the grid operators too: data breaches that have to do with the smart 

meter will always influence the smart meter’s public image, which can have a negative effect on 

the rollout process. 

 Alliander works hard to minimize the occurrence of data leaks, because the consequences 

can be serious. These consequences are defined not only in legal terms. Financial ramifications and

image damage are also included in calculating what the downfall of violations is. Data leaks do 

happen sometimes in the context of smart meter data processing. Plenty of things can go wrong 

with the installation of meters, and Alliander has to take potentially risky situations seriously. Tom 

mentions a case in which two mechanics installed a smart meter in neighboring houses 

simultaneously, which happens often. After installation, the gas meter is connected to the 

electricity meter, because the electricity meter is the ‘smart’ device that can communicate data to 

the grid operator. When the mechanics connected the gas meter to the smart meter, they 

connected the gasmeter to the neighbors’ electricity meter, resulting in the two neighbors knowing

each others gasmeter readings. This constitutes a data leak in the legal sense, and can be 

prevented from happening in the future by incorporating an additional check-up moment in the 

installation process.   

 Another real life example of a data leak is quoted by Tom. Alliander had noticed that a 

certain type of smart meter that communicated to their wireless network did not use encryptions 

due to a technical malfunction. Around 2000 to 3000 smart meters had been communicating 

without encryptions over the course of six months. This means that someone could have tapped 

meter readings. Since it is impossible to rule out this possibility, the situation was treated as a data 

leak. Then, you have to analyze what went wrong to prevent these things from happening in the 

future. 

 When data is used for a different purpose than what they were initially collected for, this 
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constitutes a data leak as well. E-mails that contain confidential information that are sent to the 

wrong receiver, or have another person mentioned in the CC, also form data leaks. By law, 

Alliander is obliged to regard all data as confidential that can reasonably be expected to be 

confidential. Meter readings are thus considered confidential information in all circumstances. 

They have to be extremely cautious, which Tom explains as follows: 

 

Actually, everything is confidential, unless you are completely sure that it cannot be 

confidential, that is how you need to interpret it. If you have a hunch that someone 

might consider something confidential, we have to treat it that way. If you could think of a 

case in which someone could misuse data, however far-fetched, we have to take that risk 

into account. Someday, someone might file a complaint based on that principle: if that 

happens, that is an indicator that we should have considered that data as confidential. 

(Tom)

Within Alliander, privacy is mainly regarded as a concept that needs to be protected in the legal 

sense. The last quote serves to show that even legally, privacy is defined very broadly. 

Confidentiality as a function of privacy is taken extremely seriously, since the reasonable 

expectation of confidentiality from the customers’ perspective is protected through these laws. An 

abundance of resources and energy is dedicated to ensuring that the organization acts in 

congruence with the GDPR, the gas and electricity law, and the Novelle as articulated by the House

of Representatives. Violating these laws can have far-reaching consequences, defined in the 

financial sense, but also in damages to the image of the smart meter. Violations of privacy laws are 

the main focus within the organization, and less attention is paid to the ways in which violations 

can be experienced outside of the legal lens. In the next paragraphs, I will review privacy from the 

perspectives of both users and refusers of the smart meter. I will look at the concept in more 

expansive terms, allowing for the daily experience of privacy to take on a more central role in the 

analysis.  
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Privacy as a sphere

During my interviews, privacy was often explained as something that is inherently related to a 

specific space: a space in which you are free to be yourself, where nobody is watching you, where 

you can anonymously unwind after a long day. A frequently heard interpretation of this space was, 

unsurprisingly, the home. Looking at privacy from this perspective offers a very basic 

understanding of what it is, and the role it plays in society. Privacy as a sphere means that there is 

a place in the world where you can recollect your thoughts. The right to a private space has 

nothing to do with having anything to hide in this private space. To be in need of a space where 

you can recharge is a human need. Privacy as something that is related to a particular space offers 

the possibility to look at privacy as something that can be actively shielded from the outside world.

However, it also poses questions about what can be expected to be a private space and discusses 

how technology changes these spaces.  

 One of the ways that people can shield their personal space is by protecting it from 

intrusion by strangers. As a researcher, I was a stranger to my respondents as well, yet I invited 

myself into their lives and homes. Privacy was made visible in this way, especially when people 

were anxious to let me in. I have been asked to identify myself and prove that I am a student 

occasionally. Surprisingly, the majority of my respondents kindly invited me into their home. 

Refusers of the smart meter were perhaps a bit less inviting. Out of my six conversations with 

smart meter refusers, three conversations took place in a public space. I am unsure if this has 

anything to do with protecting the private sphere. To say that respondents who did invite me in 

were not protective of their private space is also a dangerous assumption to make. However, in the

context of my research, I could not help myself from noticing. 

 Privacy as a sphere is something that can be observed, but it also played a role in my 

interviews. Respondents expressed their ideas about the private sphere as follows: 

 Privacy, to me, means that nobody can see what I’m doing through my windows. […] I hate  

it when people come into my private sphere. […] When I am knocked out on the couch in  

the evening, I mean, how you behave at home, you don’t need everyone to see that, do  

you? […] If you would place a camera in everyone’s house, nobody would like that.

(Miranda)

32



Lucas, an elderly widow, also sees privacy as something that protects your personal space: ‘‘Privacy

is the thing that shields your personal living sphere1. Or at least shield it from abuse by third 

parties.’’ (Lucas)

 

David and Nicole, a couple I interviewed, describe privacy in a similar way:

 In general, what you do in your home, that is nobody’s business. [...] At night, when we 

turn on the TV, we close the curtains. And we intentionally put our lounge area there, and 

not in front of the window that faces the street. (David and Nicole)

The discussion about private spaces goes beyond the home as the only private space there is. As 

public spaces are increasingly under surveillance by camera’s and Closed Circuit Television (CCTV) 

systems, the previous anonymity of these spaces was also recollected. Privacy as a sphere can 

perhaps be linked to the right to be anonymous, the right to be let alone. In this day and age, can 

we reasonably expect that a visit to a busy walking street remains unrecorded? 

 

Lucas: ‘‘This is just an example, but when I walk in the city here, I know that when you go to

multiple places, you will be caught on certain security camera’s.’’

Myrna: ‘’How do you feel about that?’’

Lucas: ‘’I don’t have much of an issue with it, but you see that it happens that those images

are used, of course. When there is a bank robbery, things like that, or at the gas station, for 

example, so many places are equipped with camera’s nowadays.’’ (Lucas)

In this example, a sphere that used to be private, or at least anonymous, is invaded to advance a 

sense of security. Not everyone agrees with this practice. For one respondent, the continuous 

collection of images in public spaces signified a loss of freedom.

 I will put it this way: I have surrendered enough of my privacy by now. You are registered 

everywhere you go: camera’s on the roads, camera’s in residential areas, camera’s in 

nightlife areas. That is in relation to security, of course, I can understand that. […] There is 

hardly anything nowadays that you can do without it being registered somewhere. Of 

1 In Dutch: Persoonlijke levenssfeer, literal translation: Privacy 

33



course, personally, you are not immediately affected by it, but I don’t like the idea. I’m used

to my freedom2, and I’d like to keep it that way. (Mr. Bogart)

Defining privacy as a sphere is a natural way to make sense of the concept. An important 

characteristic of the private space, is that this space signifies a level of anonymity – a space where 

you can recharge without intrusion by others or observation by others. Looking at privacy as if it 

were a sphere means that there is a clear boundary between the private and the public domain. In 

some cases, this is true. But because human life is inherently complex, the boundaries between 

the public and private domain are permeable, and where these boundaries are permeable 

depends largely on the personal limits that people set. Further, these boundaries are obscured by 

the introduction and heavy use of technology, such as the smart meter. 

Although the inclusion of the private space as one of the dimensions of privacy is helpful, it 

does not offer a complete explanation of what privacy means in our daily life. In our increasingly 

‘smart’ society, more and more institutions and organizations collect our data. In this instance, 

privacy intrusions transcend the boundaries between the public and private domain. In the next 

paragraph, I will explain how my respondents make sense of informational privacy, after which I 

will briefly outline how these dimensions of privacy are interwoven.   

Informational privacy 

The smart meter collects information about us, and thus falls mainly in the category of 

informational privacy. Every time that my respondents brought up privacy in relation to the 

collection of data, I have labeled those parts of the conversation as referring to informational 

privacy. Informational privacy relates to the use of smart meters, but also includes the collection of

data through technology use in general. To depict a complete picture of the several aspects that 

make up informational privacy, I have included the views on these technologies in this part of the 

analysis. I have discovered that, in talking about informational privacy, there are several aspects to 

it that shape the way we feel about our data being collected. We sometimes feel like someone is 

looking over our shoulder. Companies and governments that collect our data are not always 

transparent about the purpose for which it is collected. And even when the goals are clear, people 

fear that our data will be used for alternate goals in the future. Additionally, people question if the 

systems used for data processing are secured sufficiently to protect us from cyber crimes. This can 

lead us to believe that we are no longer in control of our own data, that we are subject to the 

2 Vrijheid, blijheid
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whims of large institutions when it comes to the collection and protection of our data.

 The distinction between the three notions of privacy becomes fuzzy in the context of smart 

meter use. The device collects data about our home, and can thus feel like an infringement of our 

private sphere. Things that we feel to be a violation of our privacy do not always have to be a 

violation in the legal sense, but obviously, sometimes the two overlap. We may feel that data 

collected for one purpose and used for another is a violation of our privacy, and legally, it is. We 

may feel like Google tracking us everywhere we go is a violation of our privacy, but it is not, 

because we have consented to it, although we may not be able to grasp what the implications are 

of that consent. 

 Myrna: ‘‘What is privacy?’’ 

 Rosa: ‘’Well, mainly the things that are yours, the things that belong to you as a person.’’

This is line with the thought that we care about informational privacy, because our data constitutes

who we are. Although it is difficult to pinpoint, it brings about feelings of uneasiness that are not 

unique to smart meter use. 

Information Panopticon

Several respondents expressed that they felt a degree of visibility through the collection of their 

data in the context of technology use. This has been further described in the information 

panopticon. The smart meter can be seen as an example of technology that relates to these 

perceptions. When looking at technology use as something that bestows an information 

panopticon upon us, the element of general visibility is important in describing what the 

panopticon means. The feeling of general visibility was described by one respondent as ‘‘the 

feeling that there is always somebody looking over your shoulder’’ (Mr. Bogart). In most of my 

interviews, sooner or later, people brought up similar ideas. I have talked about data collection in 

general and smart meter data in particular, paying attention to the ways in which this data would 

be used, extending to who has access to it. In these conversations, most of my respondents talked 

about ‘they/them’, without being able to identify who this entity is. This was probably the most 

interesting part of my interviews, because it turned out to be universal across users and refusers, 

yet nobody could actually tell me what it was. This led me to believe that ‘they/them’ does not 

refer to an actual entity, but should rather be understood as an unnerving feeling that relates to 

uncertainty about what happens to our data. I would like to add that not everybody had an issue 

with ‘them’ knowing what they were up to. However, the feeling that ‘they’ were there, was 
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prevalent. In the information panopticon, being visible in itself is of importance. As such, it is of 

less importance who is doing the watching, or even if the watching is happening at all. This, to me, 

is almost synonymous to what I have found to be true in the context of smart meter use. 

In making sense of this feeling of uneasiness, I have found that respondents deflect what is 

happening in one of two ways. Some respondents felt like they had nothing to hide, whereas 

others felt strongly about the principle that what they were up to was nobody’s business. Making 

sense of what the information panopticon means is difficult, neither are these feelings of 

uneasiness unique to smart meter use. I have discussed several scenario’s in which people 

expressed similar viewpoints, one of the main ones being large internet firms like Google and 

Facebook ‘stealing’ our data.   

 

‘’I don’t have it with me now, but if you have one of those things [points at my smart  

phone] with you, they know that you have been here, they know how long you have been  

here. I find that unpleasant.’’ (Isabel)

Peter and Louise elaborate on the ways in which the act of carrying a smart phone contributes to 

the idea that somebody is looking over your shoulder. 

 Peter: ‘’As long as your phone is switched on, and it doesn’t matter if you have switched 

your location services on or off, they always know where you are.’’ […] Louise: ‘’I find it 

really annoying  when I have switched off my location, and Google asks me anyway: ‘you 

were at Albert Heijn, do you wish to leave a review of the store?’ I think to myself, I have 

my location switched off, how on earth do they know that I was there? I don’t know how 

some shops know that I was there.’’ (Peter and Louise). 

When comparing the concerns people have about data collection by large internet firms and grid 

operators, many feel that the information collected by internet firms is more detailed, and thus 

more dangerous. An often heard sentiment was that we worry about something small (smart 

meter use) while something big (data collection by internet firms) is happening simultaneously. 

Why worry about the small fish when you are being attacked by a shark?

 Eddy: ‘’I used to hear about privacy issues with the smart meter on TV, but not anymore, 
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actually. I’m also not really worried about that when it comes to the smart meter, 

because what can they see? Maybe if the electricity use is very low for a while, they can 

know that you are on holidays or something. […] It concerns me much more that, when I 

look on my phone, Google gives me a summary of all the places I’ve been. 

 Myrna: ‘’Is that a violation of your privacy?’’ 

Eddy: ‘‘Not really, but now that we are talking about it, maybe it is. That Google knows at 

all times where I am. Or that I don’t know actually who has access to my bank statements. 

But it doesn’t keep me up at night.’’ (Eddy)

Although the data collected by smart meters is hardly detailed in comparison to the data collected 

by large internet firms, it is still an issue for some. When you live life nowadays, there is no 

escaping the use of technology. It is not just the smart phone, just the surveillance camera’s or just 

the smart meter. It is the use all of these devices simultaneously that can really intrude our 

perception of privacy. Mr. Bogart compares this to the plot of George Orwell’s 1984:

 ‘’At some point, it becomes an Orwellian drama, you know the story, Big Brother is 

watching you. You feel like it doesn’t affect you, but I find it unnecessary for them to 

know what I’m doing at all times. They want to know my energy consumption, my 

income. It makes me  feel like there is nothing left that I can keep to myself.’’

He then goes on to attempt to identify the entity that causes the sense that there is little left that 

he can keep to himself: 

‘’I think it is part government, and then there is the police. The Netherlands Vehicle 

Authority, the tax office. In this case, the smart meter just adds to the list.’’ (Mr. Bogart)

Miranda thinks that the smart meter could indeed be used to spy on citizens. To her, the 

environmental benefits of the device do not seem convincing enough to justify the time and 

energy spent on the rollout. She does not dismiss the benefits altogether, but remains a critical 

attitude. When I ask her who would be the spy in this scenario, she has no answer. It could be the 

government, but she realizes that that would be illegal: she too does not know who would gather 

our data and for which purpose.

This is essential when we dissect privacy, and more specifically the information panopticon.
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The explanations given and the perceptions expressed may come across as vague and illogical, 

because we can not pinpoint it. However, this is exactly why smart meter use falls into the category

of the information panopticon. The panopticon does not include the presence of a guard, it is the 

visibility by an entity unbeknownst to us that makes it into a panopticon. Where the information 

panopticon is used to control people’s behavior, this does not necessarily apply to smart meter 

use. It does, however, apply to our behavior online. If we think we are spied on by a third party, we

might alter our interactions online based on this hunch.  

 In my conversations with respondents, I have compared the collection of data through 

smart meter use to the collection of data by large internet firms. In some cases it was the feeling 

that data is collected everywhere that was the main worry. In other cases, it was the involuntary 

character of the collection of data, for example in the cases where respondents spoke about 

location services on their smartphones. One of my respondents felt like as long as we share details 

about our life online, we do not get to complain about those details being collected through a 

smart meter.

‘‘It doesn’t really matter what the meter registers. If we keep sharing everything on 

Facebook, they can also know whether you are home or not, so.’’ (Emma).

Isabel, who has declined the installation of the smart meter because the added value was unclear 

to her, felt differently. To her, collecting data through smart metering felt like a violation of her 

privacy since she regarded the information collected as personal: 

‘‘I don’t like the feeling that I can be checked at any given time, that is how it feels. […] I 

find it unnecessary for them to know when I switch the lights on or off, what time I go to 

bed, what time I get up in the morning. Those are personal, pretty intimate, things.’’ 

Myrna: ‘’Who is ‘them’?’’ 

Isabel: ‘‘I don’t know, and I don’t care, it’s just.. somebody else. It is nobody’s business but 

my own.’’ 

Louise and Peter, a couple I interviewed, tried to identify ‘them’ as a third party that could 

potentially misuse their data. For them, it was of importance that smart meter data collected daily 

would communicate details about their life that remained obscure in the default setting of the 

smart meter. 
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‘‘I thought, a daily [meter] reading.. I have the feeling that they can see what time we get 

up, what time we go to bed, whether we are home or not. And over the course of a month, 

well, they can’t extract those details.’’ Myrna: ‘‘No, no. And who do you mean by ‘they’?’ 

Louise: ‘‘They? The crooks [...] The crooks that, that hack into the system or something, you

don’t know.’’ 

Control

A recurring theme in talking about informational privacy is control, or more specifically, the loss of 

control over who has access to your personal data. Even the choice to use technology that collects 

data is not always made by the users of such technology. The integration of technology into our 

daily lives is not always a choice. Few respondents have pointed out that the smart meter roll-out 

is pursued harshly: it is not always easy to decline installation. Especially refusers of the smart 

meter pointed this out to me. For them, it was unknown that data collection is optional when 

using a smart meter.  

 Sharing data in itself is not necessarily an issue, most of us do it regularly. The use of social 

media and online shopping are examples of situations in which we share personal information. 

What is important in these situations, however, is that we are in control. We decide what we want 

to share, at what time, and with whom. We decide when it is necessary and with what purpose 

data is made available to a selected audience. Although we may not be able to grasp the reach of 

what we put out there, it remains our decision. Geraldine summed up this feeling of remaining in 

control as follows:

 Sharing data without asking is not correct, in my opinion. If I, as a Facebook user, would  

decide: ‘you can share this, compensate me for this information I’m making available, and  

then it is okay to share’, I would be okay, but I wish to be asked for permission. That is  

actually my one and only objection. And isf an energy supplier would share my data to  

obtain commercial gain through another corporation, that is not how it works. You should  

always ask. They could even explain to me that this is their revenue model and that I could  

share in the profits, maybe a discount on my energy bill? I would still politely decline, but at

least you will have the choice. (Geraldine)
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According to one of my respondents, you can also choose to give up control over your data and 

your privacy. In her opinion, this is a decision that you cannot come back from at your discretion. 

If you choose to share details about your life, you should not be offended that people are 

then interested in those details. Famous people love it when they are in the spotlight, they 

chose a life in the public eye, but as soon as they go through hard times, they ask the public

to respect their privacy. If you want the benefits, you should also deal with the drawback 

accordingly. (Emma)

In some cases, having control over who has access to your data might not be in your best interest. 

Rosa gives an example from her perspective as a health care professional. Having to obtain consent

to share certain information could be detrimental to patient’s health:

 You need to get permission for every little thing, and some patients say: ‘no, I don’t want 

anyone to know that’, while that information is of importance to implement a certain 

treatment plan. In that way, I feel that it has gone too far. (Rosa)

Losing control over who has access to your data is especially problematic in regards to the fear of 

hackers that was voiced by many respondents. This possibility was prominently discussed in the 

media and came up much during conversation. During my observation day at de Energiewacht, the 

call center employees pointed out to me that the media influenced people’s decisions to accept 

the smart meter. According to them, episodes of TV-shows that discussed the smart meter as a 

target of cyber crimes, caused influxes of calls wanting to cancel the installation appointment. Both

Cor and Tom have assured me that there were no known cases of hackers getting access to smart 

meter data. 

 To me, privacy means that my data will not be shared without asking. I want to be able to 

decide: ‘this is very private, I do not want to share this with just everybody’, or: ‘This is less 

private, this can be shared.’ But the authority to make that decision is ultimately mine, and 

a government or commercial organization cannot decide on my behalf. And I would like to 

add that most organizations are too careless regarding the security of data. I regularly hear 
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that organizations or institutions are hacked. (Geraldine)

Eddy had also heard about organizations being hacked, and has become more careful as a result: ‘’I

never used to think about it. But I do notice, if you are aware of all the data they have access to, 

you think twice. I have switched off the location services on my phone’’ (Eddy)

 The possibility of hackers getting access to smart meter data has been widely discussed in 

the media. The fear of hacked smart meters involves your data being available to ‘the crooks’, who 

could process data to find out when houses are temporarily deserted, for example when residents 

are on holidays. This information could then be used to plan burglaries. One of my respondents 

reacted to this fear as follows:

If they want to break into my house, they will break into my house. And, well, I always 

think that, I’m not materialistic at all, so I just think, there’s not much to get here anyway. 

There are no things that are irreplaceable. Why would anybody break in here in the first 

place? And if they do, they should go ahead and do it. It would be a shame if they would 

take my photo albums, but most things are.. It’s not like I have extremely valuable things in 

the house that I could not replace. Even this computer is my work computer, so that would 

be more of an issue for my employer. (Rosa)

A sense of loss of control is further propagated by the uncertainty that comes with data collection. 

We are uncertain what happens to our data and who has access to it. Additionally, some of my 

respondents rightly pointed out that it may all be legitimate right now, but we are uncertain what 

will happen to our data in the future. Lucas ties this to the possibility that medical files will be sold 

on markets: 

If, for example, your medical files would be freely accessible, it could be that you’re 

excluded from getting a mortgage because it’s a risk to provide you with a loan. […] Or 

something less serious, but when you’re suffering from, I don’t know, stomach issues, and 

you’re on medication for it, that information is registered somewhere. If that information 

would be traded in a marketing setting, a third party could offer you medication as a kind of

advertising, a marketing strategy. (Lucas)
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A similar concern is voiced by another respondent, who is worried that medical data collected and 

stored now could be misused in the future: 

 When you go to the doctor, they ask your permission to digitalize your medical file. When 

you end up at the emergency room, that is perfectly fine, because you are helped 

quicker. It is a trusted establishment that asks you to share these files, so in this case it is all 

correct. […] But the question remains: ‘What else happens to that data? Is it shared with 

anyone else?’ For example, the company doctor. Or a medical company that wants to sell 

me products. Of course, that is not the initial goal, but it is not always protected carefully. 

(Geraldine)

Isabel further elaborates on our uncertain future and sees potential risks in the collection of smart 

meter data. Smart meter data could acquire new meanings or potential applications, when the 

context of our democracy changes.  

‘’I don’t think anyone would be interested in it now, but who knows.. What if we enter a 

time of war or whatever, what you see in some countries where there are currently Muslim 

wars. They can then tell if you are in your house by yourself, because you will use more 

electricity or whatever. They can see: ‘Hey, something is not right, maybe she is hiding 

somebody’. […] My parents lived through the war, you know? I’m currently reading up on 

several issues, like European and Chinese history, and, well, things can change from one 

moment to the next.’’ (Isabel)

Privacy paradox

People are ambiguous about privacy. Where they say they value it on a very basic level, their 

actions do not always follow suit. This became clear in my interviews. 

 I don’t think you should be able to mess with people’s privacy, absolutely not, if you have 

nothing to do with somebody. Apart from that, I am absolutely not scared for my privacy. 

No, no. I really think that it has to with.. I just think: ‘why would anybody be interested?’ I 

mean, my data is not something that I think would make anyone really happy, or really 
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unhappy when they see it. I don´t know to what extent people are fearing for their privacy 

with the smart meter, but what does it matter? Even if the people from Liander, or you 

could see what everyone in the street uses, that wouldn’t matter to me. (Rosa)

Another respondent tells me something similar, in the context of using Facebook. According to her,

people know that Facebook neglects users’ privacy, but fail to take action.  

 

 I find this very strange. Facebook keeps breaking every law. The other day I read 

something in the paper again, and people keep saying: ‘I know it happens, but what good 

will it do for me to cancel my account?’ That’s the type of reaction you get. A couple of 

years ago, we could vote to extend the AIVD’s* qualifications, so they can do more. 

Everyone says: ‘No, our privacy!’, but we keep posting on Facebook, I don’t understand it at 

all. […] I don’t understand how you can be against.. If the AIVD gets more qualifications, it 

can happen that they need to bug a house in the street, and they will also listen in on some

houses in the vicinity. I don’t think that they will register that we had cauliflower for dinner.

I think you just have to have that trust. Why would you vote against that, while it actively 

promotes our safety? And we keep posting everything on Facebook. I don’t understand 

how people can view those things so differently, like they are totally distinct issues.’’ 

(Emma)

Privacy is something that is there, something that we know exists. But how we should protect it, is 

not always on our minds. We value it, however, it does not seem to be a priority to many. 

Myrna: ‘’How do you protect your privacy in your daily life?’’

Lucas: ‘‘I actually don’t know, I never think about it.’’ (Lucas)

Perhaps, this has to do with our perception regarding the sensitivity of such data. For some of my 

respondents, the sensitivity of such information is not the main issue. Rather, it seems to be a 

matter of principle that information can be shared without their knowledge of its implications. For 

others, the sensitivity of smart meter information was relevant to privacy questions surrounding 

the use of the device. If, from their perspective, they have nothing to hide, smart meter data 

collection was no problem. The following fragment features criminal activity as having ‘something 
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to hide’. 

 Myrna: ‘’Is smart meter data sensitive information?’’ 

Helen: ‘‘If I would grow weed, then yes, but apart from that, I don’t think so.’’ 

Myrna: ‘’So you don’t grow weed?’’ 

Helen: ‘‘No.’’ 

Myrna: ‘’And then it doesn’t matter?’’ 

Helen: ‘‘Well, I don’t know what anyone would do with the information about my energy 

consumption, why that would interest anyone.’’

That meter readings are not seen as sensitive data, or quite literally, data that would interest 

anyone, could explain why the privacy paradox, or privacy ambiguity, is so prevalent in the context 

of smart meter use. 

The legal notion of privacy shows the ways in which our society protects and values privacy. Privacy

law is becoming more and more important in our society, as our use of technology increases 

rapidly. Alliander looks at privacy mainly through this lens. Solely embracing the legal notion of 

privacy provides for an incomplete understanding of privacy, since it lacks a focus on lived 

experience and personal reflection.

 Approaching privacy as a sphere makes the concept tangible, because it relates to a sphere 

in which you can withdraw from observation by others. As such, privacy as a sphere pertains to a 

sphere in which a level of anonymity is expected or experienced. This sphere includes, but is not 

limited to, the home. The widespread use of technology, such as the smart meter, changes which 

spheres are understood to be private. Since the smart meter collects data about private sphere, 

the home sphere or family sphere, it can intrude the private sphere for some people. 

 The collection of personal data influences the privacy experience and is called 

informational privacy in the context of my research. Informational privacy grows into a more 

prominent approach to privacy in our society, as the use of technology advances. This subset of 

privacy largely corresponds to the notion that we are our data, which is why the collection of 

personal data makes a large portion of my respondents experience feelings of uneasiness. These 

feelings of uneasiness, that were almost unanimously reported, can be further differentiated into 

categories: the information panopticon, a sense of loss of control over data and uncertainty about 

what happens to data. 

44



It is important to note that these notions are not mutually exclusive, neither do they exist in a 

vacuum. For a complete understanding of the privacy experience, it is important to incorporate all 

the presented views in analysis. When speaking about control as an element of informational 

privacy, it comes to mind that control also plays a key-role in the spatial notion of privacy. Both the 

personal living sphere and our personal data are protected by privacy laws, and not only in the 

context of smart meter use. What people perceive as private is often dependent on their previous 

experiences, which is why the value attributed to different types of data is variable. 
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5. DISCUSSION

_________________________________________________________________________

In short, the most important insight that emerged from my data, is that privacy is experienced by 

everyone, yet plays a different role in everyone’s life. This, in part, has to do with previous 

experiences that people may have had, influencing the framework of interpretation applied to the 

topic. These frameworks result in several layered views on the experience of privacy in relation to 

technology use. Looking at a complex concept that permeates life in such vastly distinct ways, calls 

for a way to break down the concept into several dimensions. Looking at privacy in a layered way is

helpful, because it allows for a deeper understanding of the experience of privacy, while paying 

attention to the details that make it so ambiguous. In other words: looking at privacy from various 

perspectives allows for an analysis of the experience in a way that remains close to the experience.

This makes the concept more understandable without oversimplifying it.

The legal notion of privacy, as described in my results section, is imperative for Alliander in 

the context of smart meter use and their business operations in general. As a grid operator, they 

are obliged to organize their operations in accordance with privacy laws concerning customer data.

In this case, customer data is defined more broadly then just smart meter data. However, for the 

purpose of this research, my focus remained on smart meter data in particular. Looking at privacy 

from a legal lens is helpful – it creates an understanding of the ways in which we value privacy, 

because it offers insight into the ways in which we protect it as a society. An organization like 

Alliander has to comply with different privacy laws: the GDPR (that applies to every organization 

that handles customer data), the electricity and gas law (that addresses their core business more 

directly), and the Novelle formulated by the Senate (and includes clauses that affect privacy). 

Protecting customer’s privacy is important to Alliander, predominantly because the consequences 

of breaking these laws can be devastating. The downfall of violating privacy laws includes financial 

drawbacks, damage to the image of the smart meter and obligatory data-processing stops that can 

heavily affect business processes. 

 Looking at privacy as something that is connected to a place is an instinctive way to define 

what privacy is. In this view, privacy becomes more tangible, as it is something that you can 

actively shield from the outside world. In the case of the home, my respondents protected their 

spatial privacy by withdrawing from observation by third parties. The use of technology changes 

what is considered a private sphere. In part, this has to do with the ways in which we withdraw 

from observation by others. Through the use of technology, observation can not be adequately 
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‘switched off’ at our discretion, even not at home. The smart meter is just one way in which the 

home as a private sphere is threatened: the device collects data about our home, and as such 

potentially reveals details about our lifestyle. This is experienced as an infringement of privacy by 

some respondents. Privacy as a sphere somehow seems to relate to a certain degree of anonymity,

as discussed during my interviews. Based on these conversations, I have established that privacy 

can be experienced in public spaces when a degree of anonymity is suggested. However, the 

introduction of CCTV systems interferes with that experience.  

Informational privacy strictly relates to the collection of our data. Since this is what 

transpires in the context of smart meter use, this notion of privacy occupies a central role in my 

research. Like the previously discussed dimensions of privacy, informational privacy is challenging 

to understand. The issues that people have with data collection and processing often bring about 

feelings of uneasiness. The feeling that ‘someone is looking over your shoulder’, was mentioned 

during the majority of my interviews in a number of shapes and forms. Additionally, these feelings 

of uneasiness are related to a sense of loss of control – control over our own data. My findings 

suggest that we want to remain in control over who has access to our data. In the context of 

technology use, service providers ask us for consent to collect data for a certain purpose. We are 

not always able to grasp what that consent means, and cannot always trust that data will not be 

used for other purposes in the future. Although we legally consent to collection of data, this 

experience does not change. Sometimes, you have to accept the collection of data in order to use 

certain services. For example, using your smartphone means inherently consenting to your 

location data being recorded. Loss of control closely correlates to what I have described as 

uncertainty in my analysis. Uncertainty about who has access to our data, what will happen to it in 

the future, and who can access our data without permission in the situation of cyber attacks.

 The literature suggests that there is an increasing focus on informational privacy law 

(Solove, 2006). Where initial laws protecting privacy were more focused on protecting the private 

sphere, for example the family life and the home (Council of Europe, 2019), the increasing use of 

technology has created a shift towards more informational privacy law (Solove, 2006). This has 

been confirmed in the context of my research. The introduction of the GDPR is a response to 

increasing use of technology and collection of customer data on the part of organizations and 

institutions. The introduction of more detailed privacy laws equip customers with additional rights.

 Although looking at privacy from a legal standpoint is valuable, it is not all-encompassing. 

The experience of privacy in daily life is missing in this part of the analysis. The legal notion of 
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privacy is heavily featured in the literature on the subject. Unfortunately, it does not adequately 

define privacy. Privacy is talked about as something that is not really there, it is bound to laws that 

fail to define it but attempt to protect it. The fact that privacy could mean something different to 

everyone does not mean that we do not wish to protect it somehow. The legal notion of privacy is 

largely defined in the ways that privacy could be violated, and talks about ways to prevent 

violations. Violations of privacy as they are described in such laws do not necessarily correspond to

the experience of a privacy violation and vice versa. Privacy laws answer to generally accepted 

expectations of privacy, leaving no room for individual limits. As valuable as looking at privacy this 

way is, and however much it may influence how we feel about it, it is just one lens through which a

complex subject is examined. I have found that it does not stand by itself. Rather, it is heavily 

interconnected with the other dimensions of privacy discussed in this thesis. Looking at the legal 

side of privacy without attention to notions of privacy as a sphere or informational privacy is 

unsatisfactory. For example, privacy laws protect certain spheres and certain data. By the same 

token, it is impossible to look at informational privacy or privacy as a sphere without scoping in the

legal side of privacy.

 Privacy includes the ‘’right to be let alone’’ (Kesan, 2016 p. 275), the right to respect for 

private and family life, and the home and correspondence (Council of Europe, 2019). Cavoukian 

(2011) argued that the protection of the private sphere was once an individual responsibility, but 

as the collection of data reveals more and more details about our personal living sphere, exerting 

control over our privacy becomes more challenging. Privacy as a sphere has not been defined 

adequately in the literature. Privacy includes the right to solitude, which can be exercized in a 

private space, such as the home. What this space constitutes is different for everyone, and the 

expectation of which zones are private is changing, in part because of the widespread introduction 

of technology. The last space that we can reasonably expect to be free of privacy intrusions due to 

technology use is our home. But this seems to be a mirage: location services on our phones, and 

devices such as precisely the smart meter, invade this private space – they collect data about it. 

Although privacy as a sphere has not been widely discussed in literature, it has been a recurring 

topic in my data. I would suggest to look at privacy as a multi-dimensional concept, in which 

‘privacy as a space’ is part of the layer cake that constitutes its meaning.

 Informational privacy is described in the literature as a new subset of privacy, that gathers 

momentum in the context of the information age. This can be understood as ‘’the claim of 

individuals, groups, or institutions to determine for themselves when, how, and to what extent 
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information about them is communicated to others’’ (Cavoukian, 2011 p.6). Floridi (2006) explains 

why personal information is so important to us: our personal information is a part of who we are, 

and thus closely correlates with personal identity. The right to informational privacy shields one’s 

personal identity. While this has hardly been specified by my respondents, it became clear that 

informational privacy is important to people. Perhaps, the reason why people feel uneasy about 

the collection of personal data, relates to the fact that our data is a part of who we are. 

 The information panopticon can be described as a variation of Jeremy Bentheims prison 

design that is based on principles of social control (Reimann, 1995). In the information panopticon,

your actions are visible to, or recorded by, computer technology (Seele, 2016). As such, it 

transcends the constraints of space and time: the behavior of the one under surveillance is 

recorded at all times. General visibility, rather than being seen, is enough to produce effective 

social control (Reimann, 1995 p. 28). During my interviews, general visibility through the collection 

of personal data was one of the main topics. Across conversations and interviews, the uneasy 

‘’feeling that someone is looking over your shoulder’’ turned out to be prevalent. A large portion 

of my respondents brought up ‘they/them’, referring to an entity that could know their 

whereabouts and interests. This came up in the more general context of technology use and more 

specifically in the context of smart meter use. Few of my respondents could adequately describe 

who this entity is, but attempts at identification include the government, criminals and large 

internet firms. The fact that this entity remained unidentified for the most part, feeds into the 

description of the information panopticon – visibility is of greater importance than who is doing 

the watching. In fact, the watching is done by technology. What was distinctly different in the 

literature and my data, was that my respondents hardly identified changes in their behavior as a 

result of observation. This differs from the information panopticon as described by Zuboff, because

in this case, general visibility did not produce social control.

 One aspect to informational privacy featured in the literature was control over who has 

access to your personal information (Kesan, 2016). In my research, (a lack of) control over who has 

access to your data was a frequently discussed topic. Sharing personal data in general did not seem

to be an issue necessarily, as long as users remain the curators of which bits of information are 

shared, at what time, and with whom. We decide when, and with what purpose, data is made 

available to a selected audience. In the context of smart meter use, the main problem with control 

was the risk of personal data being intercepted by hackers. Although the risks are low according to 

Alliander, it was a recurring theme in my interviews. According to some respondents and 
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conversation partners, control was taken away precisely by virtue of installation, because 

installation is not presented as a choice. 

 Uncertainty about what happens to our data turned out to be an aspect of control that 

played a big role in the way we feel about informational privacy. Data can be collected for a 

selected purpose, but a few respondents pointed out that that purpose could change when the 

context changes, for example the democratic government of our country. Data can acquire new 

meanings when the context changes, which results in feelings of uncertainty about data collection. 

Collection of data makes us vulnerable, because it is unknown what will happen to it in the future. 

Privacy law only allows data collection when there is a valid purpose. What happens when laws 

change?

 In the literature on the topic of informational privacy, it becomes clear that people 

collectively value privacy, but do not always act accordingly (Kesan, 2016; Joinson et al, 2010). They

identified a gap between what people say they value and the behavior they display. I have noticed 

that privacy is generally valued. However, actions are not necessarily congruent with the high 

values ascribed to privacy. Joinson et al (2010) point out that this difference between values and 

actions could be explained because people make situational judgments about privacy. This seems 

to be true in my research: people can value privacy in one situation, but still decide to disclose 

certain information in other situations. In the context of smart meter use, most of my respondents 

had very few hang-ups about disclosing information, when they were more protective of their 

privacy in other situations. For some respondents, smart meter data was not perceived to be very 

sensitive information, which could explain why there were little issues with the installation of the 

meter. 

 The literature on informational privacy discusses these approaches to privacy, but there is 

little qualitative research to support its implications. What lacks in previous research is a focus on 

the experience – the way people experience privacy turns out to be multi-faceted. The collection 

of data as is happening now makes people feel both anxious and indifferent, depending on the 

type of data collection, the purpose for which data is collected, and the level of transparency that 

is being displayed in the context of data-gathering. Fragmenting the privacy experience by 

including different perspectives, is helpful to gain insights into the frameworks used by the 

different stakeholders that are part of my study. Privacy becomes a more understandable concept 

by adopting sensemaking as the lens through which we view it.

 Where the literature available on privacy discusses the elements of privacy that I, too, have 
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researched in this context, there is little focus on the lived realities of stakeholders. There was little 

focus on the private sphere as an aspect of privacy in the literature. In my research, privacy was 

partly defined as a sphere, which offers additional insight into the experience of informational 

privacy. My research proves that privacy is a multi-layered concept that can be better understood 

when incorporating said layers in the analysis. Applying a sensemaking lens to privacy allows for a 

deeper understanding of the concept, while accepting that the lived experience of privacy consists 

of an entanglement of these approaches to privacy. In short: the dimensions of privacy as 

discussed in the literature and in my results section are complimentary. Privacy is not one thing, it 

is many things at once. 

 While my research offers direction to unravel what privacy means, it also proves that the 

concept remains obscure in many ways. Further qualitative research on the topic would shed new 

light on this topic that continues to gather traction in our increasingly ‘smart’ society. Qualitative 

research, by its nature, is limited to a small research population. Its results are not generalizable, 

because research methods partly rely on observation and interpretation by the researcher. 

Although the results of qualitative research cannot be generalized, it does offer insight into the 

lived realities of technology users. In my opinion, this is one of the most important assets of 

qualitative research, and one that should be cultivated more broadly when discussing privacy in 

the context of technology use. 

 Focusing on the smart meter has been helpful to establish direction for my research, 

although I have looked at the experience of privacy more broadly. Additional research would offer 

more insights into the privacy experience in the context of technology use more generally. The 

dimensions of privacy established in this research could benefit other scholars working on these 

concepts, since they can easily be translated to suit informational privacy in other situations. 

  From a more practical perspective, the insights put forward in this paper can be beneficial 

for organizations that handle customer data, such as Alliander. In the context of the energy 

transition, adopting a multi-layered approach to privacy can be helpful. Alliander, at this point, 

regards privacy quite strictly in the legal sense. Wider definitions of privacy can help them 

understand their customer’s perspective. My research suggests that privacy is more than the laws 

that regulate it. If organizations would focus more on the experience of privacy as it is part of 

customer’s reality, steps can be taken to 1) take customer’s worries regarding privacy more 

seriously 2) respond to complaints more intelligently. In Alliander’s case, this could streamline the 

rollout process of the smart meter. In the context of an increasingly ‘smart’ society, it could be 
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helpful for other industries to adopt a more transcendent approach to privacy, which would 

include a sensemaking lens. Recognizing customer’s privacy concerns as something that stretches 

beyond the law can help establish ways to assure a safe privacy experience. This would entail 

complaints and concerns to be taken seriously, even when there are no legal violations. Simply 

saying that privacy is not violated, while the lived experience suggests otherwise, can be 

problematic. Organizations that consistently downplay their customer’s worries can imaginably 

expect a lack of trust in the long run, although further research is needed to support this claim. 

Additionally, misinformed customers, for example those that worry about cyber attacks, need to be

taken more seriously. Possible problems and doubts concerning (new) technology that circulate 

have real influence on decision making processes. In the case of the smart meter, these 

apprehensions can complicate the rollout in some communities. 
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6. CONCLUSION

_________________________________________________________________________

Dividing informational privacy into several dimensions has proven to be extremely beneficial in 

making privacy a more concrete concept. In this last section, I will review how Alliander, smart 

meter users and smart meter refusers make sense of privacy in the context of smart meter use.

 Within Alliander, privacy is mostly defined through a legal lens. They protect their 

customer’s privacy by protecting their personal data. In this case, personal data includes smart 

meter data and customer data more generally. From the perspective of the grid-operator, the 

following privacy laws protect customer data: the GDPR, the electricity and gas law and the 

Novelle constructed by the Senate. As laws change in response to changes in society, efforts are 

made to comply with these laws. Privacy laws are subject to interpretation, but less ambiguous 

than definitions of privacy themselves. Still, there are always risks involved in balancing laws with 

efficient business processes, and sometimes risks are accepted by risk owners. Adhering to the 

privacy laws that are prioritized in our society is imperative for Alliander, because the 

consequences of transgressions are serious. The repercussions of breaching privacy laws include 

financial drawbacks, mandatory interruptions of business processes and damages to the image of 

the smart meter which can complicate the rollout process.

Smart meter users define privacy in multiple ways. As the smart meter collects personal 

data, it falls under the category of informational privacy. Since it collects data about the home, a 

private space according to many, it relates to privacy as a sphere. Since data collection is regulated 

by privacy laws, the legal notion of privacy also applies to smart meter use, although it does not 

play the lead in the privacy experience of smart meter users. 

In general, smart meter users value privacy, but have few hang-ups about data collection 

through smart meter use. For some respondents, smart meter data did not constitute sensitive 

information. Others pointed towards situations in which data collection is potentially more 

threatening. Many respondents struggled with identifying actions they took to protect their 

privacy, and can perhaps be described as being ambiguous about privacy. The smart meter users 

that were part of my study did not see the smart meter as a device that actively changes the 

expectation of the private sphere. Data collection through smart meter use and technology use 

more generally invoked uneasy feelings in most of my respondents. Many voiced that they had the 

feeling that someone is looking over their shoulder. This relates to an aspect of informational 

privacy: the information panopticon. This theory relates to effective social control through visibility
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by technology. Although many respondents reported the feeling of being watched, none expressed

a change in their behavior as a result of smart meter use. Loss of control, another element of 

informational privacy, was also mentioned during my interviews. In relation to smart meter use, 

this element was of lesser importance. In regards to technology use more generally, it was pointed 

out as an important factor of informational privacy. The technology user wants to remain in control

over their data, to be the curator of who has access to what type of information about them. 

Again, this was not necessarily related to smart meter use, perhaps because smart meter data was 

not seen as sensitive information. Uncertainty about what happens to our data is another aspect 

of informational privacy, and one that was mentioned by many respondents. For some smart 

meter users, uncertainty was expressed in relation to potential cyber attacks. Although Alliander is 

adamant in declaring that smart meters were never subjected to cyber attacks, the possibility is 

feared by many. In some cases, fears are fueled by coverage in the media. Smart meter data can be

valuable in the wrong hands, as criminals could use smart meter data to scheme burglaries.   

 Smart meter refusers have also defined privacy in multiple ways. As was the case with 

smart meter users, privacy was highly valued by this group of people. Although privacy is an 

important reason to refuse installation of the smart meter, most of my respondents refused the 

smart meter because they deemed it an unnecessary addition to the household. Benefits were 

unclear for refusers, while doubts about safety and privacy could not be alleviated effectively.  

Refusers of the smart meter have expressed worries about technology intruding the private sphere

in more detail than smart meter users. Data collection through smart meter use was seen as an 

unnecessary infringement of the private space. Refusing the smart meter was a way to withdraw 

from observation by others for some. 

 Refusers of the smart meter described informational privacy in similar terms to smart 

meter users. They, too, mentioned the feeling that someone is looking over your shoulder. What 

sets this groups apart from smart meter users, is that they did not actually have experience with 

the smart meter. Smart meter refusers referred to different types of technology that inferred these

feelings, and consequently blacklisted the smart meter. In this case, the information panopticon 

did not produce social control. However, it did lead some people to take action and refuse the 

installation of the smart meter. 

 Control, as a function of informational privacy, is described by refusers in the context of the

installation of smart meters in the following way: it does not feel like there is a choice to get a 

smart meter or not. Although there are options to refuse the installation, in the letter sent by 
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Alliander it is not presented that way. It communicates a proposed time slot for installation, 

customers have to take action if they prefer not to get one. This was experienced by some 

customers as a lack of control over getting a smart meter or not. What was unknown to most 

refusers, is that data collection itself is optional when using a smart meter. 

Uncertainty about what happens to data is another aspect of informational privacy. Similar 

to smart meter users, smart meter refusers expressed fears of cyber attacks that could reveal 

smart meter data to third parties. What sets this group apart from smart meter users, is the focus 

on the context within which data is collected. Smart meter data is currently collected and analyzed 

to shape the energy transition. However, some respondents point out that data can take on new 

meanings when the context changes.  

Smart meter refusers value privacy, as do smart meter users. Refusing the smart meter is one way 

to protect privacy, but was not done solely for this purpose by my respondents. They struggled to 

identify its benefits, but did see potential risks, privacy explicitly being one of them. 
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APPENDIX A

_________________________________________________________________________

Topic guide smart meter users 

Introduction

- Conversation will be recorded; confidentiality 

1. Household

 Composition of the household

- How many people are a part of this household?

- How are you related?

- How long have you lived here?

 Current situation

- Can you tell me something about yourself? / What does your daily life look like?

– Age

2. Smart meter

 Practical information

– How long have you had the smart meter?

– Why do you have a smart meter?

  How were you approached for the installation?

– Can I see the smart meter?

– How does it work?

– What is the current setting of the smart meter? / How often is the meter reading 

communicated?

 User experience

– What are the differences between the smart meter and the traditional meter?

– Do you get a monthly overview of your energy consumption?

  How do you utilize that information?

– Do you use an app to track your energy consumption?

 Can you show me how it works?

– Does the information from the smart meter contribute to energy reduction?
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 In what ways?

 Do you think that more awareness about energy consumption leads to a change in 

your behavior?

– Is energy reduction important to you?

 Why?

Are the costs of energy a reason for you to consume less?

 – What is the biggest benefit of the smart meter?

 Smart meter in the media

– Have you ever seen or read news items about the smart meter?

What was discussed?

 Have these items influenced your opinion on the smart meter?

3. Privacy

 Privacy experience

– What is privacy in your words?

– How do you protect your privacy?

– Can you give me an example of a privacy violation?

 Why would you experience that as a violation?

– What constitutes private information to you?

  Is smart meter data sensitive/private information in your opinion?

 Why?

- What does privacy mean to you?

 Privacy and technology

– What are ways in which you protect your privacy in the context of technology use? (For 

example: online)

– Is technology use a possible privacy risk?

Why?

 Can you give me an example?

 Privacy and smart meters

– Who has access to smart meter data?

– How does smart meter use influence your private life?

– Is smart meter data sensitive/private information in your opinion?
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4. Sustainability

 Daily life

– What daily decisions do you make to protect the environment?

What is an example of sustainable behavior?

– What actions do you take to save energy?

  What are your reasons to do so?

  What is the role of the smart meter in these actions?

– Are you environmentally conscious?

 Opinions on sustainability

– How do you feel about sustainability?

– Is the use of renewable energy sources important to you?

– What needs to happen to create a more sustainable society?

  Who is responsible?

  What is needed to achieve these goals?

 Sustainability and smart meter use

– What is the role of the smart meter in the move towards more renewable energy 

sources?

WRAP UP

- Is there anything that you would like to add?

62



APPENDIX B

_________________________________________________________________________

Topic guide smart meter refusers 

Introduction
- Conversation will be recorded; confidentiality 

1. Household

 Composition of the household

- How many people are a part of this household?

- How are you related?

- How long have you lived here?

 Current situation

- Can you tell me something about yourself? / What does your daily life look like?

– Age

2. Smart meter

 Practical information

– What is the smart meter?

– Why did you refuse the smart meter?

Did you consider accepting the smart meter?

– What are the main disadvantages of smart meter use?

– What are benefits of smart meter use?

– What are the risks associated with smart meter use?

 Energy consumption

– How do you save energy currently?

  How do you gain insight into your energy consumption?

 Media

– Have you ever seen or read news items about the smart meter?

 What was discussed in these news items?

 Did these news items influence your decision to refuse the smart meter?

 – Did you further research the disadvantages of the smart meter?

63



3. Privacy

 Privacy experience

– What is privacy in your words?

– How do you protect your privacy?

– Can you give me an example of a privacy violation?

 Why would you experience that as a violation?

– What constitutes private information to you?

  Is smart meter data sensitive/private information in your opinion?

 Why do you prefer to keep that information to yourself?

- What does privacy mean to you?

 Privacy and technology

– What are ways in which you protect your privacy in the context of technology use? 

– Is technology use a possible privacy risk?

Why?

 Can you give me an example?

4. Sustainability

 Daily life

– What daily decisions do you make to protect the environment?

What is an example of sustainable behaviour?

– What actions do you take to save energy?

  What are your reasons to do so?

– Are you environmentally conscious?

 Opinions on sustainability

– How do you feel about sustainability?

– Is the use of renewable energy sources important to you?

– What needs to happen to create a more sustainable society?

  Who is responsible?

  What is needed to achieve these goals?

WRAP UP

- Is there anything that you would like to add?
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